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TODAY

« Al Fairness
o Al Fairness in a nutshell
o Definitions and metrics
o Bias in Al systems’ life cycle

UMEA UNIVERSITY



Begrdnsad delning

TODAY

Al Fairness
o Al Fairness in a nutshell

UMEA UNIVERSITY



Begrdnsad delning

TRUSTWORTHY AI [1]

Al system should be:
« Lawful
 Ethical
« Robust
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REQUIREMENTS OF
TRUSTWORTHY Al

Ensures that the development, deployment and use of Al systems
meets the seven key requirements for Trustworthy Al

(1) human agency and oversight,
(2) technical robustness and safety,
(3) privacy and data governance,

(4) transparency,

{(5) diversity, non-discrimination and fairness, ]

(6) environmental and societal well-being,

(7) accountability.
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WHAT IS FAIRNESS

« Fairness: Impartial and just treatment or behaviour
without favouritism or discrimination.

Al fairness: Al systems should treat all people fairly.

e The other side of the coin:
Unfairness
Bias

Discrimination
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SOME INFAMOUS EXAMPLES

COMPAS system used by US courts predicts higher values to
the black defendents than their actual risks.

Al-driven diagnostic tools for skin cancer are less accurate for
individuals with dark skin.

Amazon’s automated recruiting tools was found to be biased
agains women.

Digital Ageism: tech companies design apps and websites with
small fonts, complex navigation.

.



GDPR (FAIRNESS AND EXPLAINABILITY)

Article 5(1) requires that personal data shall be: “(a) processed
lawfully, fairly and in a transparent manner in relation to
individuals ('lawfulness, fairness and transparency’);

Articles 21 and 22 suggest that the right to understand “meaningful
information” about and the “significance” of, automated processing
is related to an individual’s ability to opt out of such processing.

EU General Data Protection Regulation (GDPR)


https://gdpr-info.eu/
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CHALLENGES/TRADEOFFS

Bias is as old as human civilization.

Intentional and indirect discrimination both exist.

Bias exists in data/model/validation etc. in the whole Al life-cycle.
Different contexts/applications/stakeholders

General lacking of regulations.

No consensus on definition, state-of-the-art methodologies,
metrics etc.

Requires interdisciplinary efforts.

oooooo
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TODAY

Al Fairness

o Definitions and metrics
o Bias in Al systems’ life cycle
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FAI RN ESS - DEFINITIONS

Demographic-Parity
Representational-harms

Group-Fairness

Bias-in-representation-learning

Statistical-Bias :cvcaun

Individual-fairness

Process-fairness-(feature-rating)
Equal-FPR Equal-FNR

Bias-amplification

Equal-thresholds

Diversity

Equal Pos-Pred-Value

NO one defintion of fairness applicable in all contexts



EQUALITY VS EQUITY?

Interaction Institute for Social Change | Artist: Angus Maguire.



EQUALITY VS EQUITY

« Equality = Everyone gets the same resources, opportunities, or
treatment, regardless of their individual circumstances.

Example: Al screening tools in the recruitment procedure apply identical

filters to all resumes, without adjusting for systemic disadvantages (e.g.,
education gaps or biased historical hiring trends).

« Equity = Everyone gets what they need to succeed, which may
mean different levels of support for different people.
Example: Hiring teams apply contextual evaluation, recognizing that

candidates from underprivileged backgrounds may have had fewer
opportunities but still show strong potential.
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AI FAIRNESS - noron 2]

Fairness: Al systems should treat all people fairly.

Fairness is most often conceptualized as equality of opportunity.

Narrow view: Ensure that people who are similarly qualified for an

opportunity have similar chances of obtaining it.

Broad view: Ensure people of equal ability and ambition are able
to realize their potential equally well.

Middle view: Discount differences due to past injustice that
accounts for current differences in qualifications.
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A FOLLOWUP
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Positve

Negative

Predicted Values (Model)

CONFUSION MATRIX

Actual Values (l1abel)

Positve

Negative

True Postive
(TP)

False Positive
(FP)

False Negative
(FN)

True Negative
(TN)
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FAIRNESS - verrics 151

Equalized odds and equality of opportunity
o A predictor satisfies equalized odds if both the true positive
rate (TPR) and (separately) the false positive rate (FPR) are
the same across groups.
Group fairness metrics
o Disparate impact
o Statistical parity difference
o Equal opportunity difference
o Demographic parity

Predictive parity: is satisfied when the positive predictive
value(PPV) 1s the same for both groups.

Calibration: an algorithm is calibrated if for all scores, the
individuals who have the same score have the same probability
of belonging to the positive class, regardless of group
membership.

See reference [5] for more on these metrics.
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EQUALIZED ODDS
(HIRING EXAMPLE)

» The goal of the equalized odds fairness metric is to ensure a machine learning
model performs equally well for different groups.

TPR = TP/ (TP+EN)
FPR =FP/ (FP + TN)
In the hiring example:
TPR = the probability for a qualified applicant being hired. (correctly beneficial)
FPR = the probability of an unqualified applicant received offer. (wrongly beneficial)
To be fair ML system, they should be equal across groups:
TPR(protected) = TPR(unprotected)
FPR(protected) = FPR(unprotected)
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TODAY

Al Fairness

o Bias in Al systems’ life cycle
= Bias discovery
= Bias Mitigation
= Causal fairness
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FAI RN ESS - BIAS DISCOVERY [3]

* Bias in Data
o Historical bias
o Representation bias
o Measurement bias

 Bias in Modeling
o Aggregation bias
o Evaluation bias

UMEA UNIVERSITY
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BIAS IN DATA

e Historical bias

o E.g., “man is to computer programmer as woman is to
homemaker,”

» Representation bias

o Underrepresentation bias (e.g., less data from lower-income
background).

o Overrepresentation bias (e.g., more white faces in
image dataset)

e Measurement bias

o Data that’s easily available is often a noisy proxy for the actual
features or labels of interest

o E.g., Data labeles show that black defendants getting harsher
sentences than white defendants for the same crime.

UMEA UNIVERSITY
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BIAS IN MODELING

« Aggregation bias
 Distinct populations are inappropriately combined, but a

single model is unlikely to suit all groups.

o E.g., in health care, some models used the disesese levels differ in
complicated ways across ethnicities.

 Evaluation bias
o A model is optimized using training data, but its quality is
often measured against certain benchmarks, which do not
represent the general population.

o E.g., the evaluator assesses individuals based on data about their
past education and employment.
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POSSIBLE BIAS IN AI SYSTEM
(E.G., HEALTHCARE )
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AGGREGATION BIAS

This bias occurs when an inference is made about an individual based
on their membership within a group. These unintentional weightings of
certain factors can cause algorithmic results that exacerbate and
reinforce societal inequities.

Example: Simpson's Paradox is a statistical phenomenon where a
trend appears in different groups of data but disappears or reverses
when the groups are combined. Suppose a hospital is evaluating the
performance of an Al-based system for disease diagnosing. The hospital
collects data from two different departments: A (primarily deals with
early-stage cases) and B (handles more advanced cases).

In Department A, the Al accurately diagnoses 80% of cases among
male patients, 90% of cases among female patients. In Department B,
the Al accurately diagnoses 15% of cases among male patients, 33% of
cases among female patients. However, when the data from both
departments are combined and analyzed as a whole, they have 68% of
cases male patients and 56% of cases among female patients.

Life-cycle: model development, validation and evaluation.



USER INTERACTION BIAS

This arises when a user imposes their own self-selection biases and behavior
during interaction with data, output, result. This Bias can be influenced by
other subtypes of bias.

Example: Patients are asked to provide feedback on their experience and
satisfaction with an Al-based skin condition diagnosis process. In this
scenario, user interaction bias can occur if patients' feedback is influenced by
their expectations or prior beliefs about the accuracy and reliability of Al
technology in healthcare. The possible user interaction bias may include
positive confirmation bias (patients who receive a diagnosis that aligns
with their expectations or previous beliefs about their condition), negative
confirmation bias (patients who have negative preconceptions or
skepticism about AI technology in healthcare may be predisposed to
providing negative feedback), and feedback influence (patients may be
influenced by the feedback of other patients or external sources (e.g., online
reviews, friends).

Life-cycle: whole Al decision system cycle
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FAI RN ESS - BIAS MITIGATION [4]

* Pre-processing (on data)
 In-processing (on ML algorithm)

« Post-processing (on ML model)

See [3] for more details on these approaches
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PRE-PROCESSING METHODS

Produce a “balanced” dataset.

o Modifying the original data distribution by altering class labels of
carefully selected samples close to the decision boundary.

o Assigning different weights to samples based on their group
membership.

o Carefully sampling from each proteceted group.

O LR RN

How to know the protected groups??

UMEA UNIVERSITY
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IN-PROCESSING METHODS

Reformulates the classification problem by explicitly incorporating
the model's discrimination behavior in the objective function via
regularization or constraints, or by training on latent target labels.

Modifying the splitting criterion of decision trees to consider the
impact of the protected attributes.

Integrating a regularizer to reduce the effect of “indirect prejudice”.

Redefining the classification problem by minimizing an arbitrary loss
function subject to the individual fairness-constraint.

Incorporating disparate mistreatment into logistic-regression and
SVMs.

UMEA UNIVERSITY
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IN-PROCESSING METHODS

For unsupervised learning;:

 Fair-PCA approach forces equal reconstruction errors for both
protected and unprotected groups.

 Fair clustering as having approximately equal representation
for each protected group in every cluster and define fair-
variants of classical k-means and k-medoids algorithms.

UMEA UNIVERSITY
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POST-PROCESSING METHODS

Postprocesses the classification model once it has been learned
from data.

 Differentiating the decision boundary itself over groups to keep
proportionality of decisions among protected versus
unprotected groups.

« Wrapping a fair classifier on top of a black-box base classifier.

UMEA UNIVERSITY
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FAI RN ESS — APPLICATION AND OPEN SOURCE

Fairlearn: Fairlearn is a Python package that empowers
developers of artificial intelligence (AI) systems to assess their
system's fairness and mitigate any observed unfairness issues.

Al Fairness 360: an. open-source toolkit of metrics to check
for unwanted bias in datasets and machine learning models,
and state-of-the-art algorithms to mitigate such bias.

FairML: an end-to-end toolbox for auditing predictive models
by quantifying the relative significance of the model's inputs.

Themis-ML: an open-source machine learning library that
implements several fairness-aware methods that comply with
the sklearn API.

UMEA UNIVERSITY


https://fairlearn.org/
https://aif360.mybluemix.net/
https://github.com/adebayoj/fairml
https://themis-ml.readthedocs.io/en/latest/
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TODAY

Al Fairness

= Causal fairness
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CAUSAL FAIRNESS

Pearl's Ladder of Causation

Counterfactuals
Imagining
Interventions What if | had done ... ?
Doing Why?
jati ? . . .
Associgtions What W°“'d?' d--?  What if I had not taken the medicine,
Seeing How:

would my fever had been cured?
What if | see ... ?

If I take the medicine, will my fever be cured?

What a symptom tell me about a disease?
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AN EXAMPLE

Brain ! Patient : ' Skin o Patient
Volume Age . Pigmentation Race
Brain i Risk of : Dermatoscopy , Access to
MRI : Alzheimer’s : Image : Healthcare*
Disease | Underlying Patient i Lesion ' Underlying Biopsy.
Features | Condition Outcome . Features | Condition Diagnosis
(a) Fair Case (b) Unfair Case

Figure 1: Example Causal Inference for medical Images (Jones et. al., 2023)

OME
"
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CAUSAL FAIRNESS IN ML
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https://www.oaepublish.com/articles/ir.2022.17?to=Figure6
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THOUGHTS?

Trolley problem?

The trolley problem in autonomous vehicles (AVs) is a
hypothetical ethical dilemma where an AV must choose
between two harmful outcomes, such as hitting pedestrians
or sacrificing its passengers.




TAKE-AWAY ON AI FAIRNESS

Bias in, bias out.

Bias is along with human civilization and the whole life
cycle of Al system.

Bias cannot permanently removed.
Fairness is not only about equality of opportunities.

It is an interdiscipliary topic (norm, law, technology.)
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